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Abstract

Introduction: The increasing complexity of modern armed conflicts, driven by
advancements in technology and the emergence of hybrid warfare, has
profoundly reshaped the normative framework of international humanitarian
law. Hybrid warfare a form of conflict that blends conventional military
operations with cyber warfare, disinformation, proxy tactics, and economic
measures poses unique legal and strategic challenges, particularly in regions
marked by protracted geopolitical tension. This article focuses on the Islamic
Republic of Iran as a case study, analyzing the country's evolving defensive
doctrine in response to the multidimensional threats posed by the United States
and its allies. It explores how Iran has restructured its military and legal strategy
to address the blurred lines of conflict in hybrid settings, particularly within the
cyber domain. Moreover, as warfare increasingly migrates into the digital realm,
traditional conceptualizations of battlefield and belligerency are no longer
sufficient. The proliferation of non-kinetic operations ranging from coordinated
cyber espionage to Al-enabled surveillance and disruption requires an expanded
legal lexicon and new operational doctrines. Iran's strategic environment,
situated at the crossroads of international cyber conflict, has become a testing
ground for such emerging paradigms.

Research Question:What transformations has the defensive doctrine of the
Islamic Republic of Iran undergone in response to the hybrid warfare conducted
by the United States and its allies, and how do these transformations influence
the adaptation of international armed conflict law to the cyber domain?
Research Hypothesis: The central hypothesis of this study is that the Islamic
Republic of Iran’s defensive doctrine has undergone a systematic transformation
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in response to multidimensional threats, especially in cyberspace. This
transformation reflects a strategic shift toward active deterrence, intelligentized
cyber defense, and legal countermeasures. It rests on a comprehensive
interpretation of deterrent defense aligned with Iran’s geopolitical context and
legal traditions. As traditional legal instruments often fail to address the sub-
threshold nature of hybrid threats, Iran’s evolving doctrine reveals the need for
conceptual expansion of legal norms to address cyber warfare and asymmetric
tactics.

Methodology (and Theoretical Framework if there are):This study employs a
descriptive-analytical approach, using both doctrinal and empirical methods. It
analyzes primary and secondary legal sources, including international treaties,
resolutions, reports from international organizations, national policy documents,
and relevant legal doctrines. The research also incorporates a theoretical
framework based on jus ad bellum, jus in bello, and the law of state
responsibility. It evaluates Iran’s defense policy in light of normative legal
developments, focusing on how Iran's responses align or diverge from the
principles of necessity, proportionality, distinction, and attribution. Emphasis is
placed on interpreting Iran’s doctrinal evolution within both regional strategic
dynamics and the broader context of international legal discourse on cyber
conflict.

Results and Discussion:Iran’s response to hybrid threats has unfolded along
several strategic and normative lines. First, it has institutionalized the concept
of intelligentized defense, combining cyber surveillance, artificial intelligence,
and automated threat response systems. These innovations allow Iran to identify
and neutralize threats proactively, enhancing both tactical readiness and legal
justifiability. Second, Iran has embraced strategic deterrence and escalation
control through asymmetric tactics such as cyber counterattacks, regional proxy
engagement, and targeted disinformation campaigns while framing these actions
as lawful under Article 51 of the UN Charter. Third, the doctrinal emphasis on
legalism has led Iran to justify its countermeasures by invoking customary
international law, including the ILC’s Articles on State Responsibility, which
support proportionate non-forcible responses to internationally wrongful acts.
These countermeasures are carefully framed to fall below the threshold of armed
conflict while still sending strong strategic signals to adversaries.
The study further finds that Iran's cyber strategy has evolved to include multi-
layered public-private partnerships aimed at building domestic cyber capacity.
These partnerships not only enhance operational resilience but also reflect a
broader effort to localize cyber technologies and reduce dependence on foreign
infrastructures. Additionally, Iran has introduced legal reforms to integrate cyber
threats into national security law, recognizing them as potential threats to
territorial integrity and sovereign functionality. This institutional embedding of
hybrid and cyber dimensions into national law exemplifies a deeper
harmonization between strategic doctrine and legal adaptation.

Furthermore, Iran’s strategic posture has been deeply shaped by its leadership's
political ideology, emphasizing resistance, sovereignty, and independence. The
Supreme Leader’s discourse reinforces a defense culture grounded in asymmetry
and legitimacy, viewing hybrid threats as part of a larger struggle over legal
norms and narrative dominance. Within this framework, law becomes both a
tool of resistance and a shield against external intervention. Iran’s legal counter-
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strategy thus reflects both a rejection of Western dominance over the
international legal order and an effort to influence that order from within by
proposing normative alternatives.

This study also finds that the gaps in existing international humanitarian law
frameworks, particularly regarding cyber operations, attribution standards, and
thresholds of armed attack, create legal ambiguities that Iran navigates through
interpretive innovation. Iran argues that the fragmented nature of hybrid threats
necessitates a revised understanding of jus ad bellum, including recognition of
hostile cyber acts and disinformation campaigns as forms of aggression.
Moreover, it emphasizes that the principle of proportionality must be
contextually applied in cyber domains, taking into account the cumulative and
often indirect effects of such operations.

Conclusion:Iran’s evolving defensive doctrine exemplifies how a state subjected
to continuous hybrid aggression can reshape both its strategic behavior and legal
interpretations. Its emphasis on legal countermeasures, intelligentized defense,
and norm-building in cyberspace illustrates a multifaceted approach to modern
conflict that is both defensive and anticipatory. The Iranian case reveals the
pressing need for the international community to update the legal architecture
governing warfare to include cyber-specific rules, improve attribution standards,
and legitimize proportional defensive responses to hybrid threats. As hybrid
warfare becomes the defining feature of 21st-century conflict, Iran’s experience
offers a compelling model for how national defense doctrines and international
law can co-evolve in response to unprecedented strategic realities.
Finally, the findings suggest that Iran's experience can inform the global
conversation on legal innovation in warfare. By foregrounding the principles of
legal proportionality, strategic necessity, and cyber sovereignty, Iran contributes
to an evolving body of practice that may influence future treaty-making
processes. This development underscores the role of regional powers in shaping
international norms, particularly in domains where legal consensus remains
fragmented or underdeveloped.
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